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About the project

o Title: Privacy-Aware Data Sharing Model for Health Data (PADS4Health).
* Objectives:

* raising awareness about the importance of data privacy;

* enhancing the workflow of scientific research, improving its times;

* identifying a scalable privacy-compliant data management solution for the re-
use of health data for research purposes.

PRIN 2022 PNRR - PADS4Health | Codice progetto nr. P2022MSMAW | CUP: H53D23010880001

& Ministero
i dell’Universita
w5 e della Ricerca

Funded by
the European Union
NextGenerationEU




Advantages of digitising healthcare
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Healthcare Delivery Collaboration Scientific Research
Fast and accurate care, less costs, Easy information sharing among Access to large volumes of health
personalised treatments, remote stakeholders, better coordination, data for analysis, faster innovation,
monitoring, decisions support. possibilities of automation. improved workflow.

Managing the workflow of this data is challenging due to some barriers...



Technical barriers

Interoperability
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Data Fragmentation

Data is scattered across
location [1, 2].
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Heterogeneity

Each system “speaks its own

language” [1, 2].

Security & Privacy
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Data protection

Privacy and security for in-
transit and at-rest data [3].
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Delegated access

Delegation mechanisms [6]
and break-the-glass |4, 5].

Scientific Research

® &)

Data Quality

Accurate and high quality
data, free of bias/errors [7].

Secure data query

Safely query data without
having access to it.

g

Data linkage

Private Analysis

Perform privacy-friendly
analysis on data.

Gather all data from of a
single individual [2].



Legal barriers
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Data Subject’s Control Intellectual Property Safeguarding rights

Data scattered across various locations Need of protecting intellectual property Adhering to existing regulations and
hinders data subjects’ control over their of research institutions, researchers and/ safeguarding people’s rights and
data and rights [14]. or companies [16]. freedoms.
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Data Minimisation Multiple Legal Bases

Collecting the same details colludes with Need of keeping track of different legal
data minimisation and once-and-only bases aside consent [8, 13].

principles [8, 15].



Data sharing schemes

e Developers came up with various schemes to safely exchange health data for
research within the fragmented healthcare environment;

e We analysed existing data sharing schemes in literature in terms of:
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Architecture Data Flow Security and privacy

The overall structure of the How data is shared and handled How sensitive information is
system. across/within systems. protected.



Architectural patterns

e Data enclaves (single repository): curated repositories hosted by trusted parties
that merge data from multiple sources;

e Distributed Data Analysis: where parties locally process their data, partial results
are then shared and combined across locations;

e Cryptographic Secure Multi-party Computation Systems: exchange of data is
encrypted and only aggregated statistics can be decrypted;

+ Blockchain: decentralized and immutable ledgers that ensure transparency,
traceability, and secure management of data access and transactions.



Data Flow patterns

e Data Harmonisation: standardising data coming from multiple sources with
disparate schemas;

e Distributed Queries: queries are computed locally and results are subseguently
transmitted back to the queriers;

e Central Aggregation: partial results are aggregated to obtain comprehensive global
insights;

e Data to Analytics: processed data is transferred to other parties for analysis.



Approaches to interoperability

L

Resources

Using mapping tools and resources
to harmonise data from various
sources.

e.g. SHRINE [17] institutions map
their data schemes to a unified
ontology of medical concepts.

Principles

Applying some guidelines (e.g.
FAIR) during the design of the
system.

e.g. PHT (19l uses FAIR principles to
make data and analysis reusable
and interoperable.
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Standards

Building on widely adopted
standards and software
frameworks.

e.g. SHRINE [17]1 and MedCo [18] are
built on top of widely used
frameworks for clinical research.



Security & Privacy patterns

e Autonomy & Sovereignty: participants control their data and decisions;
e Data Ownership & Locality: raw data stays at its origin;

e Distributed Trust: collaboration without a central authority, trust spreads across

multiple actors;

e Cryptography & Access Control: data is protected with encryption, strong
authentication, and shared via secure protocols;

e Anonymisation & Aggregation: identifiers are removed, and only aggregated (and
sometimes encrypted) statistics/results are shared.



Privacy-Preserving Analysis

e Federated Learning (FL): multiple clients collaboratively training a model;
e Differential Privacy (DP): injecting random noise to individual-level data;

e Secure Multi-Party Computation (MPC): jointly computing a function without
disclosing the inputs;

e Homomorphic Encryption (HE): performing operations on encrypted data without
the need of decrypting it first. Results are encrypted too.

Rise in the adoption of cryptography-based technologies since encrypted data is
anonymised, thus not regulated under the GDPR.



Examples: DataSHIELD

® federated analysis on individual-level data
stored on various databases maintained by a

= . = B

participants;

Data Data Data
. Computer Computer Computer
® a central computer issues commands to
several computers where data is stored and A

queried locally in a parallel fashion; \ /

* |ocal non-identifiable results are sent back to
the central computer;

® results are then aggregated; E;]

Researcher

* the central computer performs the analysis.



Examples: Cho et al.

¢ participants (SPs) own the data & computing

parties (CPs) provide computational
resources; - % -
Partlclpyant / —> Cor:;;lng
® SPs share data with CPs using cryptographic Party

techniques; e % \
Study } < E

e o . . Partici t
* CPs jointly execute the required analysis task "
| Resul
over the secrets shares: Recomstamction &
S Publication
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® CPs combine their results together to obtain ™

—
% Computing
. \ , Party
the final results. Study

Participant




Examples: PHT

e stations stores data,
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Requirements

¢ Primary use: Break-the-glass, assisted health-care decision making;

e Secondary use: Safe search on data, Privacy-preserving analysis, bias/errors
detection and mitigation;

e Data Governance: Intellectual property protection, Impossibility of downloading
data, Respect institutional autonomy, Data portability and Interoperability,
Delegation mechanisms, Records linkage, Management of legal basis;

e Security & Privacy: Security of at-rest and in-transit data, Non-repudiation, Integrity,
General Robustness from attacks, Anonymisation & Pseudonymisation, Data
minimisation and once-only, AC, Authorisation, etc...
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